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ABSTRACT
Mondrianmemoryprotection(MMP) is a �ne-grainedprotection
schemethat allows multiple protectiondomainsto �e xibly share
memoryandexport protectedservices.In contrastto earlierpage-
basedsystems,MMP allows arbitrary permissionscontrol at the
granularityof individual words.We usea compressedpermissions
tableto reducespaceoverheadsandemploy two levelsof permis-
sionscachingto reducerun-timeoverheads.Theprotectiontables
in our implementationaddlessthan9% overheadto the memory
spaceusedby theapplication.Accessingtheprotectiontablesadds
lessthan8% additionalmemoryreferencesto the accessesmade
by theapplication.Although it canbe layeredon top of demand-
pagedvirtual memory, MMP is alsowell-suitedto embeddedsys-
temswith a single physicaladdressspace. We extend MMP to
supportsegment translationwhich allows a memorysegment to
appearat anotherlocationin theaddressspace.We usethis trans-
lation to implementzero-copy networking underneaththestandard
read systemcall interface,wherepacket payloadfragmentsare
connectedtogetherby the translationsystemto avoid datacopy-
ing. Thissaves52%of thememoryreferencesusedby atraditional
copying network stack.

1. INTRODUCTION
Operatingsystemsmustprovideprotectionamongdifferentuser

processesand betweenall userprocessesand trustedsupervisor
code. In addition,operatingsystemsshouldsupport�e xible shar-
ing of datato allow applicationsto co-operateef�ciently . Theim-
plementorsof earlyarchitecturesandoperatingsystems[5, 26] be-
lieved the mostnaturalsolutionto the protectedsharingproblem
wasto placeeachallocatedregion in asegment,whichhasthepro-
tectioninformation. Although this provides�ne-grain permission
controland�e xible memorysharing,it is dif�cult to implementef-
�ciently andis cumbersometo usebecauseeachaddresshastwo
components:thesegmentpointerandtheoffsetwithin thesegment.

Modern architecturesand operatingsystemshave moved to-
wardsa linearaddressingscheme,in whicheachuserprocesshasa
separatelineardemand-pagedvirtual addressspace.Eachaddress
spacehasasingleprotectiondomain,sharedby all threadsthatrun
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within the process.A threadcanonly have a differentprotection
domainif it runsin a differentaddressspace.Sharingis only pos-
sibly atpagegranularity, whereasinglephysicalmemorypagecan
bemappedinto two or morevirtual addressspaces.Althoughthis
addressingschemeis now ubiquitousin modernOS designsand
hardware implementations,it hassigni�cant disadvantageswhen
usedfor protectedsharing. Pointer-baseddatastructurescan be
sharedonly if thesharedmemoryregionresidesat thesamevirtual
addressfor all participatingprocesses,andall wordsonapagemust
have thesamepermissions.Theinterpretationof apointerdepends
on addressingcontext, and any transferof control betweenpro-
tectedmodulesrequiresan expensive context switch. The coarse
granularityof protectionregionsandtheoverheadof inter-process
communicationlimit the ways in which protectedsharingcanbe
usedby applicationdevelopers.Althoughdesignershavebeencre-
ative in working aroundtheselimitations to implementprotected
sharingfor someapplications[9], eachapplicationrequirescon-
siderablecustomengineeringeffort to attainhighperformance.

We believe theneedfor �e xible, ef�cient, �ne-grainedmemory
protectionand sharinghasbeenneglectedin moderncomputing
systems. The needfor �ne-grained protectionin the server and
desktopdomainsis clear from the examplesof a web server and
a web client. Thesesystemswant to provide extensiblility where
new codemodulescanbe linked in to provide new functionality.
Thearchitectsof thesesystemshave rejecteddesignsusingthena-
tive OS supportfor a separateaddressspaceper modulebecause
of thecomplexity andrun-timeoverheadof managingmultiplead-
dresscontexts. Instead,modernwebserversandclientshavesolved
theextensiblityproblemwith a plugin architecture.Pluginsallow
a userto link a new moduleinto the original programto provide
a new service. For instance,the Apacheweb server hasa plugin
for the interpretationof perl codein web pages[2], andbrowsers
supportpluginsto interpretPDF documents[1]. Linking in code
modulesmakescommunicationbetweentheserver andtheplugin
fastand�e xible, but becausethereis no protectionbetweenmod-
ulesin thesameaddressspaceit is alsounsafe.Pluginscancrash
anentirebrowser, or opena securityhole in a server (e.g.,from a
buffer overrun).

Embeddedsystemshave the sameproblemsince they are of-
tenorganizedasa setof tasks(sometimesincluding theoperating
system)that sharephysically-addressedmemory(seeSection7).
Without inter-task protection,an error in part of the systemcan
make the entiresystemunreliable. Similarly, loadableOS kernel
modules(suchasin Linux) all run in thekernel's unprotectedad-
dressspace,leadingto potentialreliability andsecurityproblems.

Figure1 illustratesa generalprotectionsystemandis basedon
thediagramsin [17] and[18]. Eachcolumnrepresentsoneprotec-
tion domain[16] while eachrow representsa rangeof memoryad-
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Figure1: A visual depiction of multiple memory protectiondo-
mains within a singlesharedaddressspace.

dresses.Theaddressspacecanbevirtual or physical—protection
domainsareindependentfrom how virtual memorytranslationis
done(if it is doneat all). A protectiondomaincancontainmany
threads,andevery threadis associatedwith exactly oneprotection
domainat any onepoint in its execution. Protectiondomainsthat
want to sharedatawith eachother must shareat leasta portion
of their addressspace.The color in eachbox representsthe per-
missionsthat eachprotectiondomainhasto accessthe region of
memory. An idealprotectionsystemwould allow eachprotection
domainto have a uniqueview of memorywith permissionsseton
arbitrary-sizedmemoryregions.

Thesystemwe presentin this paperimplementsthis idealpro-
tectionsystem.We call this Mondrianmemoryprotection(MMP)
becauseit allows the grid in Figure1 to be paintedwith any pat-
tern of accesspermissions,occasionallyresemblingworks by the
eponymousearly twentiethcenturyartist. Our designincludesall
of the �e xibility andhigh-performanceprotectedmemorysharing
of a segmentedarchitecture,with the simplicity andef�ciency of
linear addressing.The designis completelycompatiblewith ex-
isting ISAs, andcaneasilysupportconventionaloperatingsystem
protectionsemantics.

To reducethe spaceandrun-timeoverheadsof providing �ne-
grainedprotection,MMP usesa highly-compressedpermissions
table structureand two levels of hardware permissionscaching.
MMP overheadsare lessthan 9% even when the systemis used
aggressively to provide separateprotectionfor every object in a
program.We believe the increasein designrobustnessandthere-
duction in applicationdesigncomplexity will justify thesesmall
run-time overheads. In somecases,the new applicationstruc-
ture enabledby �ne-grainedprotectionwill improve performance
by eliminatingcross-context function calls anddatacopying. We
demonstratethis by saving 52%of thememorytraf�c in our zero-
copy networking implementation(seeSection5.3). Thenetwork-
ing examplealsoillustratesa�ne-grain segmenttranslationscheme
which builds uponthe baseMMP datastructuresto provide a fa-
cility to presentdataat differentaddressesin differentprotection
domains. The MMP designalso hasthe desirableproperty that
the overheadis only incurredwhen �ne-grain protectionis used,
with lessthan1% overheadwhenemulatingconventionalcoarse-
grainedprotection.

The restof the paperis structuredasfollows. In Section2 we
give a motivating exampleanddiscussour requirementfor mem-
ory systemprotection.Thenwe presentthehardwareandsoftware
componentsof the MMP designin Section3. We quantitatively
measuretheoverheadsof our designin our implementationmodel
in Section4. We discusstranslationin Section5 anddescribeits
usein zero-copy networking. We includea discussionof usesfor

�ne-grainedprotectionandsharingin Section6, anda discussion
of relatedwork in Section7. We concludein Section8.

2. EXAMPLE AND REQUIREMENTS
We provide a brief exampleto motivatethe needfor the MMP

system. More examplesare discussedin Section6. Considera
network stackwherewhena packet arrives,thenetwork carduses
DMA to placea packet into a buffer provided to it by the kernel
driver. Insteadof the kernel copying the network payloaddata
to a usersuppliedbuffer as is normally done, the kernel makes
thepacket headersinaccessibleandthepacket dataread-onlyand
passesa pointerto theuser, saving thecostof a copy.

Implementingthisexamplerequiresamemorysystemto support
thefollowing requirements:

� different : Differentprotectiondomainscanhavediffer-
entpermissionson thesamememoryregion.

� small : Sharinggranularity can be smaller than a page.
Puttingevery network packet on its own pageis wastefulof
memoryif packetsaresmall. Worse,to give theheadersep-
aratepermissionsfrom the payloadwould requirecopying
them to separatepagesin a page-basedsystem(unlessthe
payloadstartsata pageboundary).

� revoke : A protectiondomainownsregionsof memoryand
is allowedto specifythepermissionsthatotherdomainssee
for thatmemory. This includestheability to revoke permis-
sions.

Previousmemorysharingmodelsfail oneor moreof theserequire-
ments.

Conventionallinear, demand-pagedvirtual memorysystemscan
meetthedifferent requirementby placingeachthreadin asep-
arateaddressspaceandthenmappingin physicalmemorypagesto
the samevirtual addressin eachaddresscontext. Thesesystems
fail the small requirementbecausepermissionsgranularityis at
thelevel of pages.

Page-groupsystems[16], suchasHP-PA RISC andPowerPC,
de�ne protectiondomainsby which page-groups(collectionsof
memorypages)areaccessible.Every domainthathasaccessto a
page-groupseesthe samepermissionsfor all pagesin the group,
violating the different requirement. They also violate the
small requirementbecausethey work at thecoarsegranularityof
a pageor multiple pages.Domain-pagesystems[16] aresimilar to
our designin thatthey have anexplicit domainidenti�er, andeach
domaincanspecifyapermissionsvaluefor eachpage.They fail to
meetthesmall requirementbecausepermissionsaremanagedat
pagegranularity.

Capabilitysystems[10,18] areanextensionof segmentedarchi-
tectureswherea capability is a specialpointer that containsboth
locationandprotectioninformationfor a segment. Although de-
signedfor protectedsharing,thesefail the different require-
ment for the commoncaseof shareddatastructuresthat contain
pointers.Threadssharingthedatastructureuseits pointers(capa-
bilities) andthereforeseethesamepermissionsfor objectsaccessed
via thesharedstructure.Many capabilitysystemsfail to meetthe
revoke requirementbecauserevocationcanrequireanexhaustive
sweepof thememoryin a protectiondomain[7]. Somecapability
systemsmeetthedifferent andrevoke requirementsby per-
forming an indirect lookupon eachcapabilityuse[13, 29], which
addsconsiderablerun-timeoverhead.

Large sparseaddressspacesprovide an opportunityfor proba-
bilistic protection[35], but this strategy violatesthe revoke and
different requirement.
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Figure 2: The major componentsof the Mondrian memory protec-
tion system.On a memory reference,the processorcheckspermissions
in the addressregister sidecar. If the referenceis out of range of the
sidecarinformation, or the sidecaris not valid, it attemptsto reloadthe
sidecar fr om the PLB. If the PLB doesnot have the permissionsinfor-
mation, either hardwareor softwarewalks the permissionstable which
residesin memory. The matching entry fr om the permissionstable is
cachedin the PLB and is used to reload the addressregister sidecar
with a newsegmentdescriptor

3. MMP DESIGN
Themajorchallengein aMMP systemis reducingthespaceand

run-timeoverheads.In thefollowing, wedescribeour initial explo-
rationof thisdesignspaceandourtrial implementation.Theimple-
mentationandresultsarefor a 32-bit addressspace,but MMP can
bereadilyextendedto 64-bit addressesasdiscussedin Section3.9.

3.1 MMP Features
MMP providesmultiple protectiondomainswithin a singlead-

dressspace(physicalor virtual). Addressingis linearandis com-
patible with existing binariesfor currentISAs. A privileged su-
pervisorprotectiondomainis availablewhich providesan API to
modify protectioninformation. A userthreadcanchangepermis-
sionsfor a rangeof addresses,a usersegment, by specifyingthe
basewordaddress,thelengthin words,andthedesiredpermission
value. Changingmemoryprotectionsonly incurs the cost of an
inter-protectiondomaincall (Section3.8),nota full systemcall.

In all thedesignsdiscussedin this section,we provide two bits
of protectioninformationper word, as shown in Table 1. MMP
canbeeasilymodi�ed to supportmorepermissionbits or different
permissiontypes.

PermValue Meaning
00 no perm
01 read-only
10 read-write
11 execute-read

Table 1: Example permissionvaluesand their meaning.

Every allocatedregion of memoryis ownedby a protectiondo-
main,andthis associationis maintainedby thesupervisor. To sup-
port theconstructionof protectedsubsystems,we allow theowner
of a region to exportprotectedviews of this region to otherprotec-
tion domains.

3.2 MMP SystemStructure
Figure2 shows the overall structureof an MMP system. The
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Figure3: A sortedsegmenttable (SST).Entries are kept in sortedor-
der and binary searchedon lookup. The shadedpart containsoptional
translation information.

CPU containsa hardware control register which holds the pro-
tection domainID (PD-ID [16]) of the currently running thread.
Eachdomainhasapermissionstable, storedin privilegedmemory,
which speci�esthepermissionthatdomainhasfor eachaddressin
the addressspace.This tableis similar to thepermissionspartof
a pagetable,but permissionsarekept for individual words in an
MMP system.AnotherCPUcontrolregisterholdsthebaseaddress
of theactive domain's permissionstable.

The MMP protectiontablerepresentseachusersegmentusing
oneor moretablesegments, wherea tablesegmentis a convenient
unit for thetablerepresentation.We usethetermblock to meanan
addressrangethatis naturallyalignedandwhosesizeis apowerof
two. In someMMP variants,all tablesegmentsareblocks.

Every memoryaccessmustbecheckedto seeif thedomainhas
appropriateaccesspermissions. A permissionslookasidebuffer
(PLB)cachesentriesfromthepermissionstableto avoid longwalks
throughthe memoryresidenttable. As with a conventionalTLB
miss,a PLB misscanusehardwareor softwareto searchtheper-
missiontables. To further improve performance,we also add a
sidecarregister for every architecturaladdressregisterin thema-
chine(in machinesthat have uni�ed addressanddataregisters,a
sidecarwould be neededfor every integer register). The sidecar
cachesthe last tablesegmentaccessedthroughthis addressregis-
ter. As discussedbelow, the informationstoredin thesidecarcan
mapawideraddressrangethantheindex addressrangeof thePLB
entry from which it wasfetched,avoiding both PLB lookupsand
PLB misseswhile a pointermoveswithin a tablesegment.Thein-
formationretrievedfrom thetablesonaPLB missis writtento both
theregistersidecarandthePLB.

The next two subsectionsdiscussalternative layoutsof the en-
triesin thepermissionstables.In choosinga formatof thepermis-
sionstablewemustbalancespaceoverhead,accesstimeoverhead,
PLB utilization, and the time to modify the tableswhenpermis-
sionschange.

3.3 SortedSegmentTable
A simpledesignfor the permissionstable is just a linear array

of segmentsorderedby segmentstart address.Segmentscan be
any numberof wordsin lengthandstartonany wordboundary, but
cannotoverlap.Figure3 shows thelayoutof thesortedsegmentta-
ble (SST).Eachentryis four byteswide,andincludesa30-bitstart
address(which is word aligned,soonly 30 bits areneeded)anda
2-bit permissions�eld (theshadedpart is optionalandwill bedis-
cussedin Section5). Thestartaddressof thenext segmentimplic-
itly encodesthe endof the currentsegment,so segmentswith no
permissionsareusedto encodegapsandto terminatethe list. On
a PLB miss,binary searchis usedto locatethe segmentcontain-
ing thedemandaddress.TheSSTis a compactway of describing
thesegmentstructure,especiallywhenthenumberof segmentsis



small,but it cantakemany stepsto locateasegmentwhenthenum-
berof segmentsis large. Becausetheentriesarecontiguous,they
mustbecopiedwhenanew entryis inserted.Furthermore,theSST
tablecanonly besharedbetweendomainsin its entirety, i.e., two
domainshave to have identicalpermissionsmaps.

3.4 Multi­le vel PermissionsTable

Mid Index (10) Leaf Index (6)

Address from program (bits 31-0)

Bits (21-12) Bits (11-6) Bits (5-0)Bits (31-22)

Leaf Offset (6)Root Index (10)

Figure 4: How an addressindexesthe multi-level permissionstable
(MLPT).

An alternativedesignis amulti-level permissionstable(MLPT).
TheMLPT is organizedlike a conventionalforwardmappedpage
table,but with an additionallevel. Figure4 shows which bits of
the addressare usedto index the table, and Figure 5 shows the
MLPT lookupalgorithm. Entriesare32-bitswide. Theroot table
has1024 entries,eachof which mapsa 4MB block. Entriesin
themid-level tablemap4KB blocks.Theleaf level tableshave 64
entrieswhich eachprovide individual permissionsfor 16 four-byte
words. The supervisorcanreduceMLPT spaceusageby sharing
lower level tablesacrossdifferent protectiondomainswhen they
sharethesamepermissionsmap.

Wenext examinedifferentformatsfor theentriesin theMLPT.

3.4.1 PermissionVectorEntries
A simple format for an MLPT entry is a vector of permission

values,whereeachleaf entryhas16 two-bit valuesindicatingthe
permissionsfor eachof 16 words,asshown in Figure6. Userseg-
mentsarerepresentedwith the tuple < baseaddr, length,permis-
sions>. Addressesandlengthsaregiven in bytesunlessotherwise
noted. The usersegment<0xFFC, 0x50, RW>is broken up
into threepermissionvectors,the latter two of which are shown
in the �gure. We sayan addressrangeownsa permissionstable
entry if looking up any addressin the range�nds that entry. For
example,in Figure6, 0x1000 –0x103F ownsthe�rst permission
vectorentryshown.

Upper level MLPT entriescould simply be pointersto lower
level tables,but to reducespaceand run-timeoverheadfor large
usersegments,weallow anupperlevel entryto holdeitherapointer
to thenext level tableor a permissionsvectorfor sub-blocks(Fig-

PERM_ENTRYMLPT_lookup(addr_t addr) {
PERM_ENTRYe = root[addr >> 22];
if(is_tbl_ptr(e)) {

PERM_TABLE* mid = e<<2;
e = mid[(addr >> 12) & 0x3FF];
if(is_tbl_ptr(e)) {

PERM_TABLE* leaf = e<<2;
e = leaf[(addr >> 6) & 0x3F];

}
}
return e;

}

Figure 5: Pseudo-codefor the MLPT lookup algorithm. The table is
indexedwith an addressand returnsa permissionstable entry, which is
cachedin the PLB. The baseof the root table is held in a dedicatedCPU
register. The implementation of is tbl ptr dependson the encoding
of the permissionentries.
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Figure 6: A MLPT entry consisting of a permissionsvector. User
segmentsare brokenup into individual word permissions.

Type (1)

1 Perm for 8 sub-blocks (8x2b)Unused (15)

0 Unused (1) Ptr to lower level table (30)

bool is tbl ptr(PERM ENTRY e) � return(e>>31)==0; �

Figure 7: The bit allocation for upper level entries in the permis-
sions vector MLPT , and the implementation of the function used in
MLPT lookup.

ure 7). Permissionvectorentriesin the upperlevels containonly
eightsub-blocksbecausetheupperbit is usedto indicatewhether
the entry is a pointeror a permissionsvector. For example,each
mid-level permissionsvectorentrycanrepresentindividualpermis-
sionsfor theeight512B blockswithin the4KB block mappedby
this entry.

3.4.2 Mini­SSTentries
Althoughpermissionvectorsarea simpleformat for MLPT en-

tries,they donot takeadvantageof thefactthatmostusersegments
are longer than a single word. Also, the upper level entriesare
inef�cient at representingthe commoncaseof non-aligned,non-
power-of-two sizedusersegments.

Thesortedsegmenttabledemonstrateda morecompactencod-
ing for abutting segments—onlybaseandpermissionsareneeded
becausethelengthof onesegmentis implicit in thebaseof thenext.
A mini-SSTentryusesthesametechniqueto increasetheencoding
densityof anindividual MLPT entry.

Perm (2) Offset (4)Offset (5) Perm (2) Offset (4) Perm (2) Offset (4) Perm (2)

mid0 mid1 lastfirstType (2)

1 1 Len (5)

Figure8: The bit allocation for a mini-SST permissiontable entry.

Figure8 shows thebit encodingfor a mini-SSTentrywhichcan
representup to four tablesegmentscrossingthe addressrangeof
anentry. As with theSST, startoffsetsandpermissionsaregiven
for eachsegment,allowing length(for the�rst threeentries)to be
implicit in the startingoffset of the next segment. The mini-SST
wasbrokenupinto four segmentsbecauseexperimentsshowedthat
thesizeof heapallocatedobjectswasusuallygreaterthan16bytes.

Mini-SSTentriesencodepermissionsfor alargerregionof mem-
ory thanjust the16 words(or 16 sub-blocksat theuppertablelev-
els)thatown it. Thefirst segmenthasanoffsetwhich represent
its startpoint asthe numberof sub-blocks(0–31)before the base
addressof the entry's owning range. Segmentsmid0 andmid1
mustbegin andendwithin this entry's 16 sub-blocks.The last
segmentcanstartat any sub-blockin the entry exceptthe �rst (a



First = <-17, (20), RW>

Mini-SST segment
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0x1040-0x107F

Mini-SST segment
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0x1000-0x103F

Mid0 = <3, (5), NONE>
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Figure9: An exampleof segmentrepresentationfor mini-SST entries.

zerooffsetmeansthelast segmentstartsat theendaddressof the
entry)andit hasanexplicit lengththatextendsup to 31sub-blocks
from theendof theentry's owning range.The largestspanfor an
entryis 79sub-blocks(31before,16 in, 32 after).

Theexamplein Figure6 illustratesthepotentialbene�t of stor-
ing informationfor wordsbeyondtheowning addressrange.If the
entryownedby 0x1000 –0x103F couldprovide permissionsin-
formationfor memoryat 0x1040 thenwe might not have to load
theentryownedby 0x1040 .

Figure9 shows a small exampleof mini-SST entry use. Seg-
mentswithin anSSTentryarelabelledusinga < base,length,per-
mission> tuple. Lengthsshown in parenthesesare represented
implicitly as a differencein the baseoffsets of neighboringta-
ble segments. The entry owned by 0x1000-0x103F hasseg-
ment information going back to 0xFFC, and going forward to
0x104C . Becauseof theinternalrepresentationlimits of themini-
SSTformat,theusersegmentmappedby theentryataddressrange
0x1000-0x103F hasbeensplit acrossthe�rst andlastmini-SST
tablesegments.

Mini-SSTentriescancontainoverlappingaddressranges,which
complicatestable updates. When the entry owned by one range
is changed,any otherentrieswhich overlapwith that rangemight
alsoneedupdating.Forexample,if wefreepartof theusersegment
startingat 0xFFC by protectinga segmentas<0x1040, 0xC,
NONE>, we needto readandwrite the entriesfor both 0x1000 –
0x103F and0x1040 –0x107F even thoughthe segmentbeing
written doesnot overlaptheaddressrange0x1000 –0x103F . All
entriesoverlappingthemodi�ed usersegmentmustalsobe�ushed
from thePLB to preserve consistency.

We candesignanef�cient MLPT usingmini-SSTentriesasour
primaryentrytype. Themini-SSTformatreservesthetop two bits
for anentry typetag,Table2 shows the four possibletypesof en-
try. Theuppertablescancontainpointersto lowerlevel tables.Any
level canhave a mini-SSTentry. Any level cancontaina pointer
to a vectorof 16 permissions.This is necessarybecausemini-SST
entriescan only representup to four abutting segments. If a re-
gion containsmorethanfour abutting segments,we representthe
permissionsusinga permissionvectorheld in a separateword of
storage,andpointedto by theentry. Finally, we have a pointerto
a recordthathasa mini-SSTentryandadditionalinformation.We
usethis extendedrecordto implementtranslationasdiscussedin
Section5.

3.5 ProtectionLookasideBuffer
The protectionlookasidebuffer (PLB) cachesprotectiontable

entriesin the sameway asa TLB cachespagetableentries. The
PLB hardware usesa conventional ternary content addressable
memory(CAM) structureto hold addresstagsthat have a vary-

Type Description
00 Pointerto next level table.
11 Mini-SSTentry(4 segmentsspanning79 sub-blocks).
01 Pointerto permissionvector(16x2b).
10 Pointerto mini-SST+(e.g.,translation(6x32b)).

bool is tbl ptr(PERM ENTRY e) � return(e>>30)==0; �

Table 2: The differ ent types of MLPT entries, and the imple-
mentation of the function used in MLPT lookup. Type is the
type code.Leaf tablesdo not have type 00 pointers.

ing numberof signi�cant bits (as with variablepagesize TLBs
[15]). The PLB tagshave to be somewhat wider than a TLB as
they support�ner -grainaddressing(26tagbits for ourexamplede-
sign). Entriesare also taggedwith protectiondomainidenti�ers
(PD-IDs).

The ternarytagsstoredin thePLB entrycancontainadditional
low-order“don't care” addressbits to allow the tag to matchad-
dressesbeyond the owning addressrange. For example,the tag
0x10XX, whereXX are don't carebits, will matchany address
from 0x1000 –0x10FF . OnaPLB re�ll, thetagis setto matchon
addresseswithin the largestnaturallyalignedpower-of-two sized
block for which the entry hascompletepermissionsinformation.
Referringto theexamplein Figure9, a referenceto 0x1000 will
pull in theentry for theblock 0x1000 –0x103F andthePLB tag
will match any addressin that range. A referenceto 0x1040
will bring in the entry for the block 0x1040 –0x107F , but this
entry can be storedwith a tag that matchesthe range0x1000 –
0x107F becauseit has completeinformation for that naturally
alignedpower-of-two sizedblock. This techniqueincreaseseffec-
tive PLB capacityby allowing a singlePLB entryto cachepermis-
sionsfor a largerrangeof addresses.

Whenpermissionsarechangedfor a region in the permissions
tables,we needto �ush any out-of-datePLB entries.Permissions
modi�cation occursmuchmorefrequentlythanpagetablemodi�-
cationsin a virtual memorysystem.To avoid excessive PLB �ush-
ing, weusea ternarysearchkey for theCAM tagsto invalidatepo-
tentiallystaleentriesin onecycle. Theternarysearchkey hassome
numberof low order “don't care” bits, to matchall PLB entries
within thesmallestnaturallyalignedpower-of-two sizedblock that
completelyenclosestheregion we aremodifying (this is a conser-
vativeschemethatmayinvalidateunmodi�edentriesthathappento
lie in thisrange).A similarschemeis usedto avoid having two tags
hit simultaneouslyin thePLB CAM structure.On a PLB re�ll, all
entriesthatareinsidethe rangeof a new tagare�rst searchedfor
andinvalidatedusinga singlesearchcycle with low-order“don't
care”bits.

3.6 SidecarRegisters

Addr(32) Valid (1) Base (32) Bound (32) Perm (2) Trans. offset (32)

SidecarAddress register

Figure10: The layout of an addressregisterwith sidecar. The shaded
portion is optional translation information.

Eachaddressregister in the machinehasan associatedsidecar
registerwhichholdsinformationfor onetablesegmentasdepicted
in Figure10. Theprogramcounteralsohasits own sidecarusedfor
instructionfetches.Sidecarregistersareanoptionalcomponentof
thedesign,but they helpreducetraf�c to thefully-associativePLB.



OnaPLB miss,thedemandaddressfrom theprocessoris looked
up in thepermissionstable,andthepermissionstableentrythat is
returnedis enteredinto the PLB. The tablesegmentthat contains
thedemandaddressis alsoloadedinto thesidecarfor theaddress
registerthatwasusedto calculatetheeffectiveaddressof themem-
ory load or store. All �elds of the table segmentdescriptorare
blown upto maximumlengthin theaddresssidecarto facilitatefast
checkingof baseandbounds.Foreachsubsequentloadorstore,the
effective addressis comparedagainstthe baseandbounds.If the
addresslies within therange,thesidecarpermissionsvalueis used
to checktheaccess.If therangecheckfailsor thesidecaris invalid,
the PLB is searchedfor the correctpermissionsinformation. The
PLB in turnmightmiss,causinga�ll from thepermissionstablein
memory.

Sidecarsalso increasethe permissionshit rate by cachingan
entire table segment. The PLB can often only index part of the
permissiontableentrybecauseits index rangemustbea naturally
alignedpower-of-two sizedblock. For example,in Figure9 a ref-
erenceto 0x1040 will loadthesegment<0xFFC, 0x50, RW>
into the register sidecar. If that register is usedto accessloca-
tion 0xFFC we will have a permissionscheckhit from thesidecar.
Sending0xFFC to thePLB will resultin apermissionscheckmiss
becauseit only indexestherange0x1000 –0x107F .

To guaranteeconsistency, all sidecarsareinvalidatedwhenany
protectionsarechanged.Sidecarsarealso invalidatedon protec-
tion domainswitches.Thesidecarscanbere�lled rapidly from the
PLB. Permissionstableshave the samecoherenceissuesaspage
tablesin a multi-processorsystem.If they aremodi�ed, any pro-
cessorwhich might becachingthedatamustbenoti�ed so it can
invalidateits sidecarregistersandinvalidatethenecessarysection
of thePLB.

Registersidecarinformationis likeacapabilityin thatit haspro-
tectionandrangeinformation,but it is notmanagedlike a capabil-
ity becauseit is ephemeralandnotuservisible. Sidecarsaresimilar
to theresolvedaddressregistersin theIBM System/38[13], where
anaddresssuchasthebaseof anarraywouldbetranslated,cached
andthenreusedto accesssuccessive arrayelements.

3.7 ProcessorPipeline Implementation
MMP requiressomemodi�cations to a processorpipeline,but

thepermissionscheckonly needsto occurbeforethecommitpoint
in thepipeline,andsoshouldnot impactprocessorcycle time. A
permissionsfault is treatedin the sameway asany otheraddress
fault. In anin-orderprocessor, thecheckis performedbeforewrite
back,andin anout-of-orderprocessorthecheckis performedbe-
fore instructionretirement.A processorcanspeculatively useload
databeforepermissionis granted.Similarly, storedatalivesin the
speculative storebuffer until permissionis grantedto commit the
store.

Thesidecarregisterscanbephysicallylocatedby theload/store
unit andonly needasmany readportsasthe numberof simulta-
neousloadandstoreinstructionssupported.For bothin-orderand
out-of-orderprocessors,thearchitecturalregisternumberis usedto
index the sidecarregister �le. The sidecarregistersin an out-of-
orderpipelinemay be speculatively re�lled with the wrong data,
but thesegmentdescriptorwill alwaysbefor avalid tablesegment.
An incorrectspeculationmight bring in the wrong tablesegment,
but this canonly causea sidecarmissto thePLB, not a protection
breach.

Themainperformanceimpactof permissionscheckingis thead-
ditional additionalmemorytraf�c causedby tablelookups.This is
quanti�ed below in Section4.

3.8 Protectedcalls
The memoryprotectionstructuresof the permissionstableand

PLB aresuf�cient to implementcall gates[26]. Call gatesaregen-
eralizationsof systemcalls,andprovideanef�cient mechanismfor
mutually distrustfulprotectiondomainsto safelycall eachother's
services.

A subsystemexportsa limited numberof codeentry points to
client domains.Calls to theseentry pointscausea switch in pro-
tection domainto that of the subsystem.Therearea numberof
waysto implementtheseprotectedentrypoints.Thesimplestis to
remove all permissionson the entry pointsso that a call will trap
into thesupervisor. Subsystemsregistertheir entrypointswith the
supervisor, so executioncanbe restartedin the exporting domain
at the requestedentry point. Alternatively, hardwarecanbe used
to acceleratethedomainswitchby encodingtheprotectiondomain
for a codeentrypointwithin thepermissionstableentry.

Thecall gatehasa minimumof semantics.For instancetheex-
portingdomainneedsto establishits own stackif it needsone.Pa-
rametersarepassedin registers.More elaboratedatastructuresare
passedusinga very simpli�ed form of marshallingwhich consists
of thecaller traversingthedatastructureandgrantingappropriate
permissionto the provider domain. No datacopying is needed,
only the permissionsstructuresareaffected. If two domainscall
eachotherfrequently, they cancopy argumentsinto bufferswhich
areproperlyexported.

Hardware-supportedcall gatesmakecross-domaincallsef�cient
by removing the demultiplexing overheadof systemcalls. This
allows supervisorservicesto be implementedwith a minimum of
checking.Malloc andfree couldbeimplementedef�ciently by
the supervisorsinceit needonly checkthe lengthon a malloc ,
andit needonly verify thepointeron a free . Thereis no transfer
of data. To furtherspeedexecutionwithin thesupervisordomain,
weassumeasmallnumberof wiredentriesarereservedexclusively
for supervisoruse(4 in our implementation).The supervisorcan
keepprotectioninformation for its text, stack,and datain these
entriessothey donotneedto befaultedin oneverysupervisorcall.

3.9 Extensionto 64bits
Althoughthis paperonly describesanMMP designfor a 32-bit

addressspace,we believe the designcan be extendedto 64 bits
in a straightforward way, usingmany of the sametechniquesthat
were usedto extend pagetablesto a wider addressspace. Us-
ing a forward-mappedscheme,we would have � ve levels of table
lookup, wherethe top 3 level tableshave 4K entries,andthe last
two levels have 2K entries. To make lookupsfaster, we canhash
the top 42 bits of theaddressandindex into anaddresshashtable
which haseitherpermissionentriesor pointersto thesamelowest
two level tablesusedby the � ve table lookup path. The hashta-
ble is updatedwhenever a lookup fails andit is updatedwith the
entry retrieved from searchingthe � ve level tablesfrom the root.
Thespaceconsumptionfor this strategy will belargerthanthe32-
bit case,but we believe thetime consumptioncouldbetunedto be
closeto the32-bit case.

4. EVALUATION
Fine-grainmemoryprotectionis useful,but comesat a cost in

both spaceand time. The permissiontablesoccupy additional
memoryandaccessingthemgeneratesadditionalmemorytraf�c.
The time andspaceoverheadsdependon threethings: wherethe
datais placedin memory, how theprogrammerprotectsthatdata,
andhow theprogramaccessesthedata.

Dataplacementis governedby the executableprogramlayout
andby the operationof the heapallocator. We evaluatedboth C
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Segments Refs/Update Cs
crafty test 3,088 96 64,327,162 6
gcc tr 1,684 20,796 161,944 26
twolf train 11,537 938,844 24,576 8
vpr test 506 6,274 161,191 6
vortex tr 1,291 211,630 12,200 16
j-compress 561 6,430 174,554 14
j-db 109 249,104 876 12
j-jack 402 1,622,330 496 34
j-jess 245 215,460 2,275 10
j-raytrace 1,596 1,243,052 2,567 20
m-jpeg dec 1 58 45,785 6
m-mpeg2 dec 30 46 1,307,794 6
o-em3d 608 131,598 9,240 22
o-health 142 846,514 336 14

Table 3: The referencebehavior of benchmarks. The Refscol-
umn is total number of loads and storesin millions. The Seg-
mentscolumn is the number of segmentswritten to the table
(which is twice the number of calls to malloc sinceeachcall
effectively createstwo segments).The next column is the av-
erage number of memory referencesbetweenupdates to the
permissions table. Cs is the number of segmentswhen run-
ning with coarse-grainedprotection. Thesecomefr om initial
program segments,fr om calls to brk (extending the heap),or
fr om extendingthe stack.

andJava programs.C programswerecompiledwith gcc version
egcs-1.0.3a for a 32-bit MIPS target using-O3 optimization
andstaticlinking to generateanELF binary. Themallocfrom the
newlib library wasused. The linker andmalloc librarieswere
usedunmodi�ed. The resultswould be signi�cantly betterif the
linker wasmodi�ed to align andpadprogramsections,andif mal-
loc wasmodi�ed to try to align addressesandto placeits internal
managementstateaway from thereturnedmemory. TheJava pro-
gramswerecompiledfor a MIPS targetusingMIT' s FLEX Java-
to-native compiler [25]. FLEX's outputwasalso linked with the
newlib malloc library. Thegarbagecollectorin FLEX wasdis-
abledfor all of ourrunstoputaheavier loadonthememorysystem.

The biggestchallengein evaluatingMMP is trying to predict
how programmerswould take advantageof word-granularitypro-
tection. In this evaluation,we consideredtwo extremecases.In
the�rst case,weassumedlight useof theprotectionfacilities.Pro-
gramswererun with thestandardprotectionregionsfor Unix pro-
cesses:read-onlyprogramtext, read-onlydata,read-writedata,and
stack.This level of protectionis what is providedby mostcurrent
virtual memoryoperatingsystems.In thesecondcase,we assume
thatevery objectallocatedby malloc is in a separateusersegment
andthat thesurroundingwordsareinaccessiblebecausethey hold
mallocinternalstate.

To gatherdataon how programsaccessdata,we chosea mix of
benchmarksthatwerebothmemoryreferenceandmemoryalloca-
tion intensive. Table3 lists the benchmarksusedandtheir refer-
enceproperties. Benchmarknamespre�xed with a “j-” areJava
programs.Benchmarkscrafty , gcc , twolf andvpr arefrom
SPEC2000,andvortex is from SPEC95. The tr suf�x in-
dicatesthe training input, and test suf�x indicatesthe test in-
put. Namespre�xed“o-” arefrom theOlden[6] benchmarksuite.
Namespre�xed with “m-” are from the Mediabenchbenchmark
suite. Table3 includesthe numberof memoryreferencesper ta-
ble update. The permissionstable is only updatedon malloc ,
realloc , andfree calls,andthe resultsshow a wide variation
in how frequentlyobjectsarecreatedanddeleted.

The programswererun on a MIPS simulatormodi�ed to trace

datamemoryreferencesaswell ascalls to malloc , realloc ,
and free . We consideredonly datareferencesbecausethe in-
structionreferencestreamremainsinsidea singletext segmentfor
thesecodes,but we put theprotectioninformationfor thetext seg-
mentin thepermissionstable.Thesetraceswerefed to our model
implementationsof the SST and the MLPT which keeptrack of
sizeof the tables,andthememoryaccessesneededto searchand
updatethe tables.The implementationalsomodelsall invalidates
of sidecarsandPLB requiredfor consistency with tableupdates,
andto preventmultiple hits in thePLB afterre�lls.

Wemeasurespaceoverheadby measuringthespaceoccupiedby
theprotectiontablesanddividing it by thespacebeingusedby the
applicationfor bothprogramtext anddataat theendof a program
run. We determinethespaceusedby the applicationby querying
every word in memoryto seeif it hasvalid permissions.As a re-
sult, the spacebetweenmallocedregions is not countedasactive
memoryeventhoughit contributesto theaddressrangeconsumed
by malloc and to the protectiontableoverhead. The stackstarts
at 64KB and is grown in 256KB increments.Eachcall to brk
returns1MB.

We approximatetheeffect on runtimeby measuringthenumber
of additionalmemoryreferencesrequiredto readandwrite theper-
missiontables.Wereportoverheadasthenumberof additionalref-
erencesdividedby thenumberof memoryreferencesmadeby the
applicationprogram.The performanceimpactof theseadditional
memoryreferencesvariesgreatlywith the processorimplementa-
tion. An implementationwith hardware PLB re�ll and a specu-
lative executionmodelshouldexperiencelower performanceover-
headsastheseadditionalaccessesarenot latency critical. A system
with softwarePLB re�ll anda simplepipelineshouldhave higher
relative time overhead.In additionto countingadditionalmemory
references,wealsofedaddresstracescontainingthetableaccesses
to acachesimulatorto measuretheincreasein missratecausedby
thetablelookups.

For the permissionscachinghierarchy, we placedregisterside-
carson all 32 integer registers.The resultsusedeithera 64-entry
or 128-entryPLB with 4 entriesreserved for thesupervisoranda
randomreplacementpolicy. We do not modelthesupervisorcode
in ourexperiments,andsowereportjust thenumberof PLB entries
availableto theapplication(60or 124).

4.1 Coarse­GrainedProtectionResults
Table4 showsthespaceandtimeoverheadresultsfor thecoarse-

grainedprotectionmodel.Weonlypresenttheresultsfor theMLPT
with mini-SSTentriesanda 60-entryPLB. We contrastthe over-
headsof the permissionstablewith a model of a pagetable and
TLB which would provide this samekind of protectionin a mod-
ern computersystem.The overheadsaresmall in both spaceand
timefor bothsystems.TheMLPT spaceoverheadis biggerthanthe
pagetableoverhead,but it is lessthan0.7%for all of the bench-
marks. MLPT usesadditionalspacebecauseit mustcreatea few
leaf level tablesto accomodatesegmentswhosestart or end ad-
dressesarenot divisible by 256B. If the programsegmentswere
aligned,andgrew in alignedquantities,theMLPT andpagetable
would consumethesamespace.

TheMLPT addsfewer than0.6%extra memoryreferences,and
requiresfewer tableaccessesthanthepagetablefor every bench-
mark except Mediabench's mpeg2. The mpeg2 run is so short
that writes to the permissiontablemake up a large part of the ta-
ble accesses.Theadvantageof theMLPT is the reachof its mid-
level mini-SSTentries.Theseentriesareownedby 4KB of address
space,but they cancontaininformationfor a20KB region. A con-
ventionalpagetableentryonly hasinformationfor the4KB range



Benchmark MLPT mSST60PLB PAGE+TLB
X-r ef Space l/k X-r ef Space l/k

crafty test 0.56% 0.41% 2.1 2.59% 0.15% 2
gcc tr 0.01% 0.08% 2.0 0.17% 0.03% 2
twolf train 0.00% 0.31% 2.0 0.76% 0.11% 2
vpr test 0.00% 0.62% 2.6 0.00% 0.22% 2
vortex tr 0.02% 0.10% 2.0 0.77% 0.04% 2
j-compress 0.00% 0.11% 2.1 2.16% 0.04% 2
j-db 0.32% 0.17% 2.0 0.98% 0.06% 2
j-jack 0.00% 0.04% 2.2 0.04% 0.02% 2
j-jess 0.06% 0.18% 2.1 0.59% 0.06% 2
j-raytrace 0.00% 0.07% 2.2 0.01% 0.03% 2
m-jpeg dec 0.27% 0.61% 2.8 0.12% 0.22% 2
m-mpeg2 dec 0.01% 0.61% 2.3 0.01% 0.22% 2
o-em3d 0.00% 0.07% 2.1 0.02% 0.03% 2
o-health 0.02% 0.12% 2.1 0.07% 0.05% 2

Table 4: The extra memory referencesX-ref and extra storage
spaceSpacerequired for a mini-SST permissionstable and 60
entry PLB usedto protect coarse-grainprogram regions. We
compare to a traditional pagetable with a 60 entry TLB. The
l/k column gives the average number of loads required for a
table lookup, which is a measure of how much the mid level
entries are usedfor permissioninformation.

that owns it. For instance,compress , a benchmarkknown to
have poor TLB performance,mallocsa 134KB hashtablewhich
is accesseduniformly. This tablerequires33 TLB entriesto map,
but wouldonly require8 entriesin theworstcasefor thePLB. The
numberof loadsper lookup is closeto 2 indicatingthatmid level
entriesareheavily used.

We alsosimulatedan SSTwith a 60-entryPLB. This performs
much better that either of the previous schemes,with both time
andspaceoverheadsbelow 0.01%on all benchmarks.Theability
of theSSTtablesegmentsto representlargeregionsresultsin ex-
tremelylow PLB missrates.Becausetherearesofew coarsegrain
segments,thelookupandtableupdateoverheadis small.

Theseresultsshow that theoverheadfor MMP word-level pro-
tectionis very low whenit is not beingused.

4.2 Fine­Grained ProtectionResults
Wemodeltheuseof �ne-grain protectionwith astandardimple-

mentationof malloc which puts4–8 bytesof headerbeforeeach
allocatedblock. Weremovepermissionsonthemallocheadersand
only enableprogramaccessto theallocatedblock. Weview this as
anextremecase,asaprotectedsubsystemwill typicallyonly export
a subsetof all thedatait accesss,not its entireaddressspace.

Table 5 shows the results for the �ne-grain protectionwork-
loads. While the SST organizationperformswell for somepro-
grams,its timeandspaceoverheadballoonsonotherprograms.For
o-health the spaceoverheadreaches44%. The binary search
lookup hasa heavy, but variable,time cost,which canmorethan
doublethenumberof memoryreferences.For j-jack , it averages
20.8loadspertablelookup,but for mpeg2 it is only 4.8. Because
SSTmustcopy half thetableonanupdateonaverage,updatesalso
causesigni�cant additionalmemorytraf�c. But SSTdoeshavesig-
ni�cantly lowerspaceandtimeoverheadsthantheMLPT for some
applicationslikegcc andcrafty . Thegcc codemallocsamod-
eratenumberof 4,072byte regions for usewith its own internal
memorymanager. This odd sizemeansthe MLPT mustuseleaf
tableswhich have limited reachin thePLB, while the SSTrepre-
sentsthesesegmentsin theirentirety. Weareinvestigatingadaptive
policiesthatwould switchbetweenSSTandMLPT asthenumber
of segmentsincrease.

Coarse Fine
Benchmark SCar SCar PLB SCar Elim
crafty test 28.5% 28.5% 0.3% 1.0%
gcc tr 9.4% 11.4% 0.4% 3.3%
twolf train 15.5% 17.8% 2.5% 1.7%
vpr test 37.3% 42.5% 2.6% 7.2%
vortex tr 12.4% 15.0% 0.8% 2.4%
j-compress 5.6% 22.9% 0.0% 11.4%
j-db 14.2% 18.4% 2.0% 2.6%
j-jack 7.3% 9.8% 0.8% 1.9%
j-jess 8.3% 16.6% 0.8% 1.1%
j-raytrace 0.8% 2.5% 0.3% 0.6%
m-jpeg dec 7.0% 13.2% 0.1% 10.9%
m-mpeg2 dec 7.4% 7.4% 0.0% 4.2%
o-em3d 12.8% 13.1% 0.7% 7.0%
o-health 5.6% 8.6% 1.7% 3.8%

Table 6: Measurementsof miss rates for a MLPT with mini-
SSTentries and a 60 entry PLB. SCar is the sidecarmissrate.
PLB is the global PLB missrate (PLB misses/totalreferences).
SCarElim is the number of referencesto the permissionstable
that wereeliminated by the useof sidecarregistersfor the �ne-
grained protection workload. For coarse-grainedprotection,
the PLB missrateswerecloseto zero on all benchmarksand so
are not shown here.

All MLPT organizationstake almostexactly thesamespaceand
so their spaceoverheadis reportedtogetherin onecolumn. The
spaceoverheadfor the MLPT is lessthan 9% for all permission
entry types. The mini-SSTformat canrequirea little morespace
thanthepermissionvectorformatwhenprogramsusemany small
segmentsthatcannotberepresentedin themini-SSTformat. Five
of the benchmarksrequiredpermissionvector escapes,but only
two requiredmorethan30 escapes.The health benchmarkre-
quired4,037pointersto permissionsvectorsin theleafentries,and
j-jess 332. Althoughis not likely to representrealprogrambe-
havior [36], health providesa stresstestfor our systembecause
it allocatesmany smallsegments.

We garbagecollectMLPT permissiontableswhenthey become
unused.Thiskeepsmemoryusagecloseto theoverheadof theleaf
tables,which is
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% becauseinformationfor 16 words
is held in a single word entry. Someoverheadsare higher than
6.25%becauseof non-leaftables. Eachtablehasa counterwith
thenumberof active entries.Whenthis counterreacheszero,the
tablecanbegarbagecollected.Thereadsandwritesto updatethis
counterareincludedin thememoryreferenceoverhead.

Themini-SSTorganizationis clearlysuperiorto thepermission
vectorformat (comparecolumnsvec 60 PLB to mSST 60 PLB).
Every benchmarkperformsbetterandthehighestoverhead(vpr )
is morethanhalved,droppingfrom 19.4%to 7.5%.Lookupsdom-
inatetheadditionalmemoryaccesses,aswouldbeexpected.jpeg
andmpeg from mediabencharesmallprogramsthatdon't run for
very long so updatingthe tablesis a noticablefraction of table
memoryreferencesfor thesebenchmarks.j-jack hashigh up-
dateoverheadbecauseit performsmany smallallocationswith lit-
tle activity in between(from Table3 it doeslessthan500memory
referencein betweentableupdates).Whenwe increasethe num-
berof availablePLB entriesto 124(columnmSST124PLB), the
worst casememoryreferenceoverheaddropsto 6.3%,with some
benchmarks,like vpr , bene�ting greatlyfrom theincreasedreach
of thePLB.

4.3 Memory Hierar chy Performance
Table6 shows the performanceof the permissionscachinghi-



Benchmark SST60 PLB Space vec60PLB mSST60 PLB mSST124PLB
Space X-r ef upd ld/lk X-r ef upd ld/lk X-r ef upd ld/lk X-r ef upd ld/lk

crafty test 0.0% 0.0% 49% 7.4 0.6% 3.2% 1% 2.1 0.6% 1% 2.1 0.0% 1% 2.1
gcc tr 0.2% 0.7% 36% 13.4 4.0% 3.6% 4% 2.8 1.5% 13% 2.9 1.0% 19% 2.9
twolf tr 22.2% 141.0% 63% 16.5 6.6% 10.6% 1% 3.0 7.5% 1% 3.0 6.3% 1% 3.0
vpr test 0.1% 0.7% 96% 11.2 4.5% 19.4% 1% 2.9 7.5% 1% 2.9 1.4% 1% 2.9
vortex tr 0.8% 105.0% 95% 16.0 4.5% 4.3% 3% 2.8 2.4% 7% 2.8 1.2% 13% 2.9
j-compress 0.2% 0.0% 54% 12.8 0.4% 3.1% 1% 2.2 0.1% 9% 2.4 0.0% 59% 2.7
j-db 16.3% 69.1% 5% 19.2 4.9% 7.4% 7% 2.9 6.4% 8% 3.0 5.6% 9% 3.0
j-jack 23.5% 20.0% 31% 20.8 6.9% 4.8% 18% 2.9 3.0% 27% 2.9 2.1% 39% 2.9
j-jess 12.7% 22.0% 7% 18.7 4.8% 3.4% 6% 2.9 2.6% 8% 2.9 2.1% 10% 3.0
j-raytrace 30.5% 10.1% 11% 21.4 6.8% 1.1% 12% 3.0 1.0% 14% 3.0 0.8% 17% 3.0
m-jpeg dec 0.0% 0.0% 75% 4.8 6.3% 3.1% 9% 2.9 0.5% 64% 3.0 0.4% 86% 3.0
m-mpeg2 dec 0.0% 0.0% 71% 5.2 7.2% 0.1% 18% 2.8 0.0% 71% 2.8 0.0% 85% 2.7
o-em3d 3.2% 16.2% 2% 18.7 6.5% 2.6% 8% 3.0 2.1% 9% 3.0 1.7% 12% 3.0
o-health 44.0% 75.3% 12% 20.0 8.3% 7.6% 13% 3.0 6.1% 17% 3.0 5.7% 18% 3.0

Table5: Comparisonof time and spaceoverheadswith inaccessiblewords beforeand after every mallocedregion.The Spacecolumn
is the sizeof the permissionstable as a percentageof the application's active memory. The last thr eeorganizationsare all MLPT
and all occupy about the samespace. The X-Ref column is the number of permissionstable memory accessesas a percentageof
the application'smemory references.The updcolum indicatesthe percentageof table memory accessesthat wereperformed during
table update. The remainder of the referencesare madeduring table lookup. The ld/lk column givesthe averagenumber of loads
required for a table lookup.

erarchyincluding the sidecarmiss rate and the PLB global miss
ratefor the�ne-grainedprotectionworkload.Thesidecarregisters
normally capture80–90%of all addressaccesses,while the PLB
capturesover 97%in all cases.

We alsoshow thepercentagereductionin referencesto theper-
missionstablesasa resultof usingsidecarregisters.Theprincipal
motivation for usingsidecarsis to reducetraf�c to the PLB, but
there is a signi�cant performancegain also (more than 10% for
two benchmarks)becausesomesidecarhits would bePLB misses
asexplainedin Section3.6.

As anotherindirect measureof performanceimpact, we mea-
suredthe increasein miss rate causedby the additionalpermis-
sionstable accesses.The resultsfor a typical L1 cache(16KB)
anda typicalL2 cache(1MB) areshown in Figure7. Both caches
are4-way setassociative. For theL1 cache,at mostanadditional
0.25%wasaddedto the missrate,andfor the L2 cache,at most
0.14%wasaddedto theglobalmissratebut mostappsexperienced
no differencein L2 missrates.

5. SEGMENT TRANSLATION
The MMP table structuresare effective at associatingpermis-

sionswith memoryaddresses.Other informationcanalsobe as-
sociatedwith addressesandheld in the tablesegmentdescriptors.
We canmake a segmentof memoryappearto residein a different
addressrangeby storinga translationoffset in the tablesegment
descriptor. The translationoffset is addedin to every addresscal-
culationwithin thetablesegment's range.

Figure11 shows anexampleof how this facility might beused.
Addressesin therange0x1000-0x12FF actuallyrefer to mem-
ory storedat the two different addressregions 0x80002000 –
0x800021FF and0x80002800 –0x800028FF . This is imple-
mentedby thecreationof two segmentsthathave translationinfor-
mation, i.e., <0x1000, 0x200, RO, +0x80001000> , and
<0x1200, 0x100, RO, +0x80001600> . The �nal seg-
ment�eld holdsthetranslationoffset.

The MMP systemdoesnot dictatepolicy, but one reasonable
choiceis thatonly theprotectiondomainthatownsa segmentcan
install a translation,andthe translationmustpoint to anotherseg-
mentownedby thesameprotectiondomain.This propertywould
becheckedby thesupervisorwhenit is calledto establishthemap-

Benchmark 16KB, 4-way 1 MB, 4-way
App MMP � App MMP �

crafty test 1.86% 1.87% 0.01% 0.01% 0.01% 0.00%
gcc tr 4.25% 4.30% 0.06% 0.22% 0.22% 0.00%
twolf train 2.82% 3.04% 0.21% 0.00% 0.00% -0.00%
vpr test 3.37% 3.62% 0.25% 0.00% 0.00% 0.00%
vortex tr 0.71% 0.72% 0.02% 0.10% 0.10% 0.00%
j-compress 2.82% 2.82% 0.00% 0.12% 0.12% 0.00%
j-db 2.25% 2.39% 0.14% 0.50% 0.53% 0.03%
j-jack 0.54% 0.55% 0.01% 0.24% 0.24% 0.01%
j-jess 0.84% 0.86% 0.02% 0.07% 0.07% 0.00%
j-raytrace 0.22% 0.23% 0.00% 0.03% 0.03% 0.00%
m-jpeg dec 0.43% 0.43% -0.00% 0.09% 0.09% 0.00%
m-mpeg2 dec 0.20% 0.20% -0.00% 0.04% 0.04% 0.00%
o-em3d 0.42% 0.42% 0.01% 0.19% 0.20% 0.00%
o-health 2.44% 2.58% 0.14% 2.41% 2.55% 0.14%

Table 7: App is the cachemiss rate of the application bench-
mark, while MMP is the combinedcachemissrate for the ref-
erencesof the benchmark and the MMP protectionstructur es.

� is their differ ence. A MLPT was used with mini-SST en-
tries and a 60 entry PLB. This table holds results fr om two
experiments, differing only in cache size—16KB and 1MB.
The cachewasa 4-way set-associative with 32-bytelines. -0.00
meansthe missrate decreasedslightly. Referencestreamswere
simulated for a maximum of 2 billion references.

pings.
Figure11shows how translationcanbeusedto implementzero-

copy networking with a standardread systemcall interface.The
client domainpassesa buffer to the kernelvia read . The kernel
becomestheownerof thebuffer, andit remapsthepacket payloads
into the buffer without copying them. When the userreferences
the buffer (e.g.,0x1000 ), it is readingdatafrom 0x80002000
which is wherethepacket payloadresides.

Segmenttranslationdoesnot precludeother levels of memory
translation.For an embeddedsystemthatusesa physicaladdress
space,segmenttranslationcouldbetheonly level of memorytrans-
lation in the system.For a systemthat usesvirtual addresses,the
resultof segmenttranslationis avirtual addresswhich is translated
to a physicaladdressby anothermechanism.Translationsarenot



Client Segments

Kernel Packets

header

0x1000

0x80002000

0x80002800
header

0x1200

0x1300

0x80002900

0x80002200

<0x1000,0x200,RO,+0x80001000>

<0x1200,0x100,RO,+0x80001600>

Figure 11: Using memory protection and segmenttranslation to im-
plement zero-copy networking. The network interface card DMAs
packetsinto the kernel. The kernel exports the packetsto an untrusted
client by creating segmentsfor the payload of the packets. Segment
translation is usedto presentthe illusion to the client that the packet
payloadsare contiguousin memory at 0x1000-0x12FF .

recursive, a translatedsegmentcannotbethe targetof othertrans-
lations.

5.1 Byte Granularity Translation
To allow packet payloadsto consistof any numberof bytes,seg-

menttranslationmustbedoneat thebytelevel. Byte level transla-
tion createstwo issues.

The�rst is thataddresseswhich appearto bealignedcancreate
unalignedreferenceswhenused. The addressissuedby the pro-
cessoris theuseraddressplus the translationoffset. If a segment
is translatedto anodd-byteboundary(e.g.,<0x1000, 0x200,
+0x80002003> ), thena referenceto useraddress0x1000 be-
comesan unalignedreferenceto 0x80003003 . Somemodern
processorscanhandleunalignedloadsfrom thesamecacheline in
asinglecycle,but requiretwo cyclesfor unalignedloadsthatcross
cacheline boundaries.

Thesecondissueis a little morecomplex. Returningto theex-
amplein Figure11,considerthecasewherethe�rst packethasone
fewer byte of datapayload:0x1FF bytesinsteadof 0x200 . We
canalmostrepresentthis situationwith the segments<0x1000,
0x1FF, RO, +0x80001000> and<0x11FF, 0x101, RO
+0x80001601> , but the lengthof our segmentsand their base
addressmustbe word aligned,they cannot be byte aligned. The
problemis with theword at address0x11FC. The�rst threebytes
needto comefrom the�rst segment,andthelastbyteneedsto come
from thesecondsegment.

We call a word that spanssegment translationboundariesa
seamedword. Seamedwordsmustbe representedin the permis-
sionstable. To simplify the representation,they arede�ned to be
singleword segmentsthatmustoccuron the �rst word of two ad-
jacentsegments,e.g.,thewordataddress0x11FC in ourexample.
We thenonly needto representthat two adjacentsegmentshave a
seamandhow many bytesfrom the �rst segmentareused. The
remainingbytesaretakenfrom thesecondsegment.

Figure12 shows therecordusedto representseamedwordsand
translationinformationin the mini-SSTformat. The recordis six
words long andis pointedto by a tableentry which is a type 10
pointer(seeTable2). Thereare32 bits of translationfor eachseg-
ment.

The uppertwo bits, usedfor type informationwhen the mini-
SSTformat is usedfor tableentries,arereallocatedin this record
to indicatethe locationof seamedwords. We can usethesebits

first(7)seam(2) mid0(6)mid1(6)

translation first (32)

seam cross0(16) seam cross1(16)

translation mid0 (32)

translation mid1 (32)

translation last (32)

last(11)

seam0 seam1

Figure 12: The format for a record with a mini-SST entry and trans-
lation information.

becausewe alreadyknow the type of the entry oncewe reachit.
Thearrow headsindicatewhereseamedwordsareallowed to oc-
cur. Thebits areindependentandif the �rst bit (seam0) is set,a
seamis betweentablesegmentsfirst andmid0 . If thesecond
bit is set(seam1), a seamis betweenmid1 andlast . We divide
thelastwordof therecordinto two 16-bit �elds, whicheachrepre-
sentthebytecross-over point for thecorrespondingseamedentry.
In our example,thecross-over point is 3 bytesbecause0x11FC–
0x11FE comefrom the�rst segmentand0x11FF comesfrom the
secondsegment.

This record format restrictsthe systemto two seamedentries
in every 16 words,andrequiresthat translatedsegmentsberepre-
sentableby amini-SSTentry. If therearemany smallregions(e.g.,
many smallnetwork packets)it is betterto copy thecontentsrather
thanconstructmany translatedor seamedregions.

5.2 Translation Hardware Implementation
The translationoffset sits in the addresssidecarregister (Fig-

ure10)andmustbeaddedin to everymemoryaddresscalculation.
This will increasethe typical two operandadd usedfor address
arithmeticto a threeoperandadd. The additional3:2 carry-save
adderwill adda few gatedelaysto memoryaccesslatency.

A seamedloadrequirestheprocessorhavesupportto collectthe
byteswithin a singleword load from differentaddresses.Fortu-
nately, thepipelinemechanismis almostidenticalto whatis needed
for unalignedloadsthat crosscacheline boundaries—bytesfrom
differentlocationsmustbe shiftedandmuxed together. The only
differencewith seamedloadsis that the two locationsbeingread
arenotwithin threebytesof eachother.

Segment translationdoes not causecachehardware aliasing
problems,becausetranslationoccursbeforetheaccessis sentto the
cacheandmemorysystem.Therecanbeasoftwarepointeraliasing
problemif softwareassumesthat only numericallyequalpointers
point to thesamedata.Sinceall memorymeta-datais changedvia
supervisorcalls, the supervisorcanenforcepolicies that mitigate
thenegative effectsof softwarepointeraliasing.Onepolicy would
bethat,sincea domainmustown boththe translatedsegmentand
its image,thedomaincanonly export thesegment,andnot theim-
age. This preventsotherdomainsfrom seeingthe translationand
becomingconfused,but would supportapplicationslike zero-copy
networking.

5.3 Zero­copyNetworking
Thereare many proposalsin the literature for zero-copy net-

working[9, 23,30]. Mostaresuccessfulateliminatingextracopies
in thekernel. Thehardestimplementationissueis eliminatingthe
copy betweenthe kernel and the user. Systemslike IOLite [23]
changethe user/kernel interfaceandprogrammingmodel to pass
aroundcollectionsof pointers. The user is aware that her data
is split into variousmemoryregionswhich complicatesprogram-



ming. Anotherapproachhasuserhandlersmanagethecopy from
thenetwork interfacedirectly [20]. Directaccessto thenetwork in-
terfacerequiresspecialhardware,doesnotinteractwell with multi-
programminganddemandpaging,andresultsin theentirepacket,
not just the payload,being transferedto userspace. A �nal ap-
proach[9] usespageremapping,which canbeimplementedunder
thestandardread systemcall. The implementationin [9] is lim-
itedto thehardwarepagegranularity, andsoonly applicablewithin
largepackets(thelargeststandardEthernetpacket is lessthan1600
bytes).

We believe the pageremappingapproachis the bestfor zero-
copy networking. MMP eliminatesthe pagesize restrictionand
extendstheapproachto datathatis split amongmultiplepackets.It
offerstheprogrammingeaseof linearbufferswith theperformance
of zerocopy networking stacks.

Thekernelbufferspacketsasthey arriveonaTCPconnection.It
thenmapsthepayloadfrom thesepacketsinto contiguoussegments
(providedby read ) whichtheusercanthenaccess(seeFigure11).
Permissionsareonly given for accessto the datapayloadso the
network stackis isolatedfrom a maliciousor buggyuser.

5.3.1 Evaluation
Werecordedawebclientreceiving 500KB of packetsandsimu-

lated the actionof a kerneldriver which acceptsthe packets into
kernel memoryand then translatesthe packet payloadsegments
into a contiguoussegmentwhich is exportedto the client. The
client then streamsthroughthe entire payload. In this scenario,
thekernelreadsthepacket headers,andwritesthepermissionsta-
bles to establishthe translationinformation. The client readsthe
data,causingthe systemto readthe translationand permissions
datafrom theprotectiontable.

We comparethenumberof memoryreferencesrequiredfor the
segmenttranslationsolutionwith thenumberof memoryreferences
requiredfor thestandardcopying implementation.In thecopying
implementationthe kernel readsthe headers,and then readsthe
packetpayloadsandwritesthemto anew buffer. Theclientstreams
throughthenew buffer.

Zero-copy networking saves 52% of the memoryreferecesof
a traditional copying implementation. It hasa size overheadof
29.6%for the permissiontables. 61% of that 29.6%overheadis
for permissionstablesandtheremaining39%is for thetranslation
records.11%of thereferencesareunalignedandcrosscacheline
boundaries.0.5% of the referencesare seamed.If we charge 2
cyclesfor theunalignedloadsthatcrosscacheline boundaries,10
cyclesfor theseamedloadsanddiscountall otherinstructions,the
translationimplementationstill saves46%of thereferencetime of
a copying implementation.

6. OTHER USES FOR FINE­GRAINED
PROTECTION AND TRANSLATION

We believe that �ne-grainedprotectionoffers exciting opportu-
nities for applicationdevelopers. Appel [3] surveys someappli-
cationsthat make use of page-basedvirtual memory. Many of
thesesameideascould performbetterwith �ner grain protection
andwith cheapinter-protectiondomaincalls.

Fine-grainedprotectioncan provide support for fast memory
boundschecking.Buffer overrunsin unsafelanguagesarea com-
monsourceof securityholes[32]. MMP couldcatcha program's
attemptto jump into writabledata.It couldalsocatchtheprogram
trying to write off the endof a pieceof memory. Boundscheck-
ing is usefulfor programdebuggingandif implementedby MMP
would beavailableto thekernel.

A relatedfunctionality, datawatchpoints[33], canbeeasilyim-
plementedwith our�ne-grainedprotection.A datawatchpointgen-
eratesa trapwhenagivenword in memoryis modi�ed. Somepro-
cessorssupporta handfulof watchedmemorylocations[15, 14],
but our �ne-grainedprotectionscalesto thousandsof individually
protectedwords.

Generationalgarbagecollectors[19] needto be noti�ed when
olderobjectsareupdatedto point to youngerones.Checkingthis
in softwareis time consuming.With MMP, we canwrite protect
olderobjectsandsignalwhenever anupdatecausesa youngobject
to bereferencedby anold object.

Compilersfor unsafelanguageslike C areoftenunableto apply
compellingoptimizationsbecauseof their inability to prove some-
thing aboutthe memoryreferencebehavior of the program. The
following loop illustratesthepoint.

void foo(int* a, int B[]) {
for(int i = 0; i < N; ++i) {

*a += B[i]; }}

The compilercannot registerallocate*a if it cannot prove that
a andB arenot aliases.With �ne-grainedprotection,thecompiler
canwrite-protectB outsidethe loop andthenaccumulate*a in a
register. Fix up codeis neededin caseB is written.

Flexible sub-pageprotectionenablesdistributedsharedmemory
systemslike Shasta[27] and its predecessor[28]. Shastafound
signi�cant bene�t from con�gurableline sizes,but sincetheseline
sizesdid not map to virtual addresspagesit performedaccess
checksin software. While the authorsof Shastausedimpressive
compiler techniquesto reducethe cost of thesesoftware access
checks,our �ne-grainedprotectionwould reducethis costfurther.
In addition,�ne-grainedprotectioncanbeusedto performobject-
level distributedcaching,ratherthanstandardblock basedcaching
which is susceptibleto falsesharing.

6.1 Combining �ne­grained protection and
translation

When�ne-grainedprotectionis combinedwith bytelevel trans-
lation, we discover additionalopportunitiesfor implementingsys-
temservices.Weexploredoneapplicationin detail,zero-copy net-
working, in Section5.3.

A persistentproblem for supporting large numbersof user
threadsis the spaceoccupiedby eachthread's stack[11]. Each
threadneedsenoughstackto operate,but reservingtoomuchstack
spacewastesmemory. With pagedvirtual memory, stackmustbe
allocatedin pagesizedchunks.Thisstrategy requiresa lot of phys-
ical memoryto supportmany threads,even thoughmost threads
don't needapageworthof stackspace.With MMP segmenttrans-
lation, thekernelcanstarta threadandonly translatea very small
part of its stack(e.g., 128 bytes). If the threadusesmore stack
thanthis, thekernelcantranslatethenext region of thestackto a
segmentnon-contiguouswith the �rst, so the stackonly occupies
aboutasmuchphysicalmemoryas it is using, and that memory
doesnothave to bephysicallycontiguous.

A commondatastructurethat MMP protectionandtranslation
could optimize is the mostly-read-onlydatastructure. An exam-
ple comesfrom thewidely usedNS network simulator[22]. Each
packet is mostly read-onlydata. Whensimulatinga wirelessnet-
work, packetsare“broadcast”to nodeswhich readthe read-only
data,but alsowrite a smallnode-speci�cscratchareain thepacket
(e.g.,to �ll in thereceive power which is nodespeci�c). Thecur-
rentNSsimulatorsupportsthisdatastructureby copying thepacket
for eachnode. This copying reducesthe sizeof simulationsthat
arepossiblewith a given amountof physicalmemory, and takes



cyclesthatcouldbeusedfor computation.Splitting thepacket into
read-onlyandread-writesectionsandmanagingthemseparatelyis
possible,but it complicatesa coredatastructure. By using �ne-
grain MMP translation,a single read-onlypayloadcan be made
visible at differentaddresseswithin multiple protectiondomains.
Eachdomaincanthenhave a privateread/writeregion allocatedto
run contiguousto theread-onlyview.

7. RELATED WORK
In Section2, wediscussedtheproblemswith page-basedvirtual

memory, segment-basedarchitectures,capabilities,andprobabilis-
tic protectionaddressspaces.

Single-addressspaceoperatingsystems(SASOSes)place all
processesin a single large addressspace,so any processcan at-
tempt to accessany addresswithin the space. Protectionis pro-
videdby per-processprotectiondomainswhich specifytheaccess
rights for regionsof memory. Managementof protectioninforma-
tion canbe separatedfrom paginginformation[16], thoughthese
areoftencombined.Thegranularityof protectionin single-address
spacesystemsis usuallya pageto matchthecapabilitiesof theun-
derlyingpaginghardware.An advantageof theprotectiondomain
approachis thatconventionalpointerscanbeused,andpermissions
canbeeasilyrevokedby modifyingtheper-processpermissionsta-
bles. Domain-page systems[16] can only set permissionsat the
granularityof amemorypage.Page-groupsystems,suchasHPPA-
RISCandPowerPC,requirethata collectionof pagesaremapped
togetherandwith thesamepermissionsacrossall domains(though
eachdomainindependentlymight or might not have accessat that
�x ed permission)[16]. MMP builds uponthe SASOSprotection
domainapproachbut extendsit to word granularity. MMP canbe
considereda domain-segmentsystem.

TheAppleNewtonalsohadaform of page-groupsystem,where
an active processhadaccessto a setof regions(calleddomains)
which hadthe sameaccesspermissionsacrossall processes.The
ARM940T is a recentembeddedprocessorthat allows the active
processto accesseight overlappingsegmentsof the global physi-
cal addressspace,but thesegmentsmusthave power-of-2 sizeand
alignmentwith a minimumsizeof 4KB [4].

ResearchonSASOSeshasconcentratedon largevirtual address
spaceswherepointersareimmutablenames[8, 12]. Anotherim-
portantapplicationareais embeddedsystems,which often have
a singlesmall physicaladdressspace.Capabilitiesareonepopu-
lar solution for permissionscontrol in SASOSes,but they are ill
suitedto embeddedsystemsbecauseof theneedto reusephysical
addresseswhich requiresef�cient rights revocation. In contrast,
MPP is well suitedfor usewithin a singlesmall physicaladdress
spaceembeddedsystembecauserevocationis straightforward.

Thereare a rangeof software techniquesfor memoryprotec-
tion. Software fault isolation [34] is a generaltechniquethat re-
stricts the addressrangeof loadsandstoresby modifying a pro-
grambinary. Purify [24] is a softwaresolutionfor memorybounds
checkingbasedon executablerewriting. It hasgainedwide accep-
tance,however it can't be usedin an OS kernel, or in someem-
beddeddevelopmentenvironmentssincerequiredsystemservices
areoftennot availablein theseenvironmentsandtheallocatorsfor
thesesystemstendto have individual,non-standardsemantics.Ex-
ecutablerewriting systemsdegradeperformanceconsiderably. Safe
langaugetechniques[31] degradeperformanceless,but areonly
applicableto a given target language.Proof-carryingcode[21] is
a systemwheresoftwarecarriesits own proof of safetythat just
needsto becheckedat run-time,but only worksfor smallpiecesof
code.An MMP systemcanrun arbitrarycodefor existing ISAs at
high speed.

8. CONCLUSION
We have presentedand evaluateda proposalfor �ne-grained

memoryprotectionandtranslation.MMP is compatiblewith cur-
rentarchitecturesandISAs. It supports�e xible sharingof databe-
tweenapplicationsandsimpli�es theconstructionof protectedsub-
systems.Comparedwith previous protectiondomainapproaches,
we remove the restriction that permissionsare managedat page
granularity. Comparedto capabilities,we provide a more�e xible
permissionsmodel, fast rights revocation,andcompatibility with
current linearly addressedISAs. Our feasibility study indicates
that the spaceandrun-timeoverheadof providing this �ne-grain
protectionis small andscaleswith the degreeto which �ne-grain
protectionis used.Our zero-copy networking exampleshows how
ournew facilitiescanbeusedto implementef�cient applications.
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